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Preface

This document provides step by step installation instructions for Octopus Desk for Windows.

Product Overview

Secret Double Octopus replaces passwords altogether with a high assurance, password-free
authentication paradigm. Using the Secret Double Octopus Windows Credential Provider in
conjunction with standard interfaces to Active Directory, the password-free solution seamlessly
replaces AD passwords with a stronger, more secure alternative. As a result, the security
posture of the AD domain is enhanced, user experience and productivity improve, and
password management costs are dramatically lowered.

john_s@company.com

Prerequisites
Before beginning installation, verify that:

e Octopus Authentication Server v4.8 (or higher) is installed and operating with a valid
enterprise certificate
Note: If your version is below 4.8, please continue to work with Octopus Authentication
for Windows version 3.3. (Octopus Desk for Windows v3.4 does not support Server
versions below 4.8.)
e For Active Directory:
o Corporate Active Directory Server is operating with Admin rights and an AD LDAP
root certificate to establish a secure LDAPS connection
o Corporate domain Windows machines (user PCs) are available
e For other Directory types:
o Windows machines with local users are set to work with a non-AD directory (e.g.,
OKTA, ORACLE)
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e Enrolled users are assigned to use one or more authentication methods -- Octopus
Authenticator, FIDO Authenticator, 3™ party authenticator (Okta, ForgeRock or OTP)

e Workstations support TPM version 2.0

e The Octopus Desk for Windows MSI and MSIUpdater packages have been obtained from
the Secret Double Octopus team

e For installation via software distribution tools, Visual C++ 2015-2019 Redistributable
(x64)/(x86) - 14.28.29325 is required.

IMPORTANT: To successfully perform MSI upgrade, the MSI file must have the same filename as
that of the original installation. The MSI updater creates an MSI file with the update date in the
filename. We recommend renaming this file to match the name of the original installation file.

NOTE: Octopus Desk for Windows is delivered in MSI format only. The standalone installation
(.exe) is no longer available as part of the release.

Octopus Desk for Windows supports the ability to control availability of the Octopus
Authentication credential provider after installation, allowing for gradual deployment of the
solution within your organization. For more information, refer to Appendix D: Enabling /
Disabling the Octopus Authentication CP Post-installation.

Octopus Desk for Windows supports the following Windows versions: Windows 8, 10 and
Windows Servers 2012, 2016 and 2019.
For information about required updates for Windows 8.1, refer to

Octopus Desk for Windows Installation Guide v3.4
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Creating the Active Directory Authentication Service

To enable installation of Octopus Desk for Windows, you need to create an Active Directory

Authentication service in the Octopus Management Console, as described in the procedure
below.

IMPORTANT: Before starting this procedure, verify that you have integrated your Corporate
Active Directory (or third-party directory, e.g., Okta ) with the Octopus Management Console.
Refer to the Octopus Management Console Admin Guide (version 4.8 and above) for detailed
instructions on integrating Active Directory and other directory types.

To create the Active Directory Authentication service:

1. From the Octopus Management Console, open the Services menu and click Add Service.
2. Inthe Active Directory Authentication tile, click Add.

[ Add aService

Search Q

1| Active Directory Authentication

Active Directory

NFRF Amazon Web Services (AWS)

SAML 2.0

Atlassian Jira
SAML2.0

Then, in the dialog that opens, click Create.

Service Name *

Display Icon
Active Directory Authentication
(||
Issuer * ] |

Secret Double Octopus

CREATE
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3. Review the settings in the General Info tab. If you make any changes, click Save.

Setting Value / Notes

Service Name / Issuer Change the default values if desired.

Description Enter a brief note about the service if desired.

Display Icon This icon will be displayed on the Login page for the service. To
change the default icon, click and upload the icon of your choice. JPG
and PNG formats are supported.

-
=- Active Directory Authentication

Ceneral Info Parameters Signo

gn on Directories Users
Service Name * ~
Display lcon
Active Directory Authentication
ssuer® .

Secret Double Octopus

Description

Octopus Desk for Windows Installation Guide v3.4
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4. Open the Parameters tab. From the Octopus Authentication Login dropdown list, select
the credential type that will be sent by the user for the authentication (usually
Username).

]
=I Active Directory Authentication

Ceneral Info Parameters Sign on Directories Users
Service Parameters -
Username -

+ ADD PARAMETER

Then, click Save.
5. Open the Sign on tab and review / configure the following settings:

Setting Value / Notes

Bypass Unassigned When enabled, users who are not assigned to the service will be allowed to

Users login with username and password (without MFA). By default, this option is
disabled. The option is usually used on a temporary basis only, during
gradual rollouts of Octopus Authenticator.

Bypass Unenrolled When enabled, users who are known to the system but have not yet
Users enrolled a mobile device or workstation will be allowed to login with
username and password (without MFA).

Sign on Method The authentication method used for the service (not editable).

Endpoint URL The access URL from the Windows client to the Octopus Authentication
Server (not editable). Click the Copy icon to copy the value.

Service Key Key used by the service to authenticate with Octopus Authenticator. Click
View to display the content of the key in a popup window. The Copy icon in
the popup lets you easily copy the content.

To replace the key, click Regenerate.

Octopus Desk for Windows Installation Guide v3.4



Confidential

Custom Message Message shown to the user on successful authentication. Use the %p tag to
display the password in the message.

Authentication Time period after which the authentication token becomes invalid. The

Token Timeout value can range from one minute to one year.

Rest Payload Signing  Signature of the generated X.509 certificate. Select SHA-1 or SHA-256.
Algorithm

X.509 Certificate The public certificate used to authenticate with Octopus Authenticator.
e Click View to display the content of the certificate in a popup.
e Click Download to download the certificate as a .PEM file.
e Click Regenerate to replace the certificate. You will be prompted to
select the signature algorithm and size before regenerating.

]
1
1
]
i
L
T
T

Bypasz Unassigned Users Bypazs Unenrolled Users

Active Directory 1 WEEKS -
ttps: 2 dpa SHA-256 -

2020-11-12 00:25 - 2020-11-12 00:25 | SHA-256 | 2048-bit -

vIEw I () REGENERATE VIEW DOWNLOAD () REGENERATE

Active Directory authentication using verification code . EMETABATA

6. At the bottom of the Sign on tab, click Save (if the button is enabled).
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7. Open the Directories tab and select the directories that will be available for the service.
Then, click Save.

General Info Parameters Sign on Directories Users

DIRECTORIES IN SERVICE
AD - sync: false

AD - sync: true

[C] OKTA-sync: false
[[] OKTA-sync: true
] ZIMBRA - sync: False

[[] ZIMBRA - sync: true

8. Open the Users tab and click Add.
A popup opens, with a list of directories displayed on the left.
9. For each directory, select the groups and users to be added to the service.

10. After making your selections, click Save (in the upper right corner) to close the dialog.
The groups and users you selected are listed in the Users tab.

11. At the bottom of the Users tab, click Save. Then, from the toolbar at the top of the
page, click PUBLISH and publish your changes.

Octopus Desk for Windows Installation Guide v3.4
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Windows Client Installation with MSIUpdater

MSI is a tool that allows you to deploy Octopus Desk for Windows in a silent installation that can
be pushed to all clients by IT. This installation type should be used for enterprise and other
large-scale deployments.

The following sections present the actions required for a successful deployment with MSI:

e Installing the MSIUpdater Client
e Configuring the MSIUpdater
e MSI Deployment of Octopus Authenticator

Installing the MSIUpdater Client

The MSIUpdater client provides an update tool for basic MSI with the Corporate Octopus AD
Authentication configuration. This enables MSI silent installation to corporate Windows clients.

MSIUpdater can run on any Windows client running the following versions: Windows 10,
Windows Server 2016 or 2019.

Before beginning, verify that all system requirements and prerequisites are met. For details,
refer to Prerequisites.

To install the MSIUpdater client:
1. Run MSIUpdater.exe

If the Microsoft .NET Framework is not installed, an installer opens.

ML e e e Poling S % bek inwtaled on o coepte . ok el 1
P T

Perding Momoft MET Framesort 1% 50| (Windowsa Fratre|

{8\ SECRET

D Secret Double Octopus Led. Al Rights Resensed.

2. To launch the wizard, click Install.

Octopus Desk for Windows Installation Guide v3.4
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3. On the Welcome page, click Next.

ﬁ Octopus Desk - Install Wizard X

Welcome to the Installation Wizard for
Octopus Desk 3.4.0.4090

Octopus Desk™ The Installation(R) Wizard will install Octopus Desk on your
Authentication computer, To continue, click Next.

for Windows

WARNING: This program is protected by copyright law and
international treaties.

4. On the page that opens, accept the license agreement, and then click Next.

5. To start installation, click Install.

¥ Octopus Desk - Install Wizard
Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

T T

A confirmation is displayed when installation is complete.

Octopus Desk for Windows Installation Guide v3.4
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6. To exit the wizard, click Finish.

ﬁcctopus Desk - Install Wizard x

Installation Wizard Completed

L8 The Installation Wizard has successfully installed Octopus Desk.
OClOpUS_ De_Sk Click Finish to exit the wizard.
Authentication

for Windows

< carce

When you quit the wizard, the MSIUpdater Client will auto launch, allowing you to
configure the Octopus Desk for Windows.msi with the corporate Octopus Active

Directory Authentication Sign-on details. For more information, refer to Configuring the
MSIUpdater Client (below).

Octopus Desk for Windows Installation Guide v3.4
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Configuring the MSIUpdater Client

The MSIUpdater, which launches automatically after you quit the MSIUpdater installer, updates
the Octopus Desk for Windows (64-bit or 32-bit) MSI file with the corporate Octopus Active
Directory Authentication Sign-On details and allows you to configure various settings related to
authentication and the Windows login experience.

Before you begin working with the MSIUpdater, verify that you have access to the following
elements. They can be copied or downloaded from the Sign on tab of the Active Directory
Authentication service that you created in the Octopus Management Console.

e Endpoint URL: Click the Copy icon to copy the URL.
e Service Key: Click the Copy icon to copy the URL.
e X.509 Certificate: Click Download to download the cert.pem file.

Alternatively, you can download all the service metadata at once by clicking SERVICE
METADATA. The metadata will be saved in the Metadata.xml file.

Bypass Unaszigned Users Bypasz Unenrolled Users
Active Directory 1 WEEKS -
SHA-256 e
2020-11-12 00:25 - 2020-11-12 00:25 | SHA-256 | 2048-bit -
VIEW FD ) REGENERATE VIEW DOWNLOAD () REGENERATE

) . _— . I SERVICE METADATA
Active Directory authentication using verification code
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To configure the MSIUpdater client:

1. At the top of the Parameters tab, click Browse and upload the Octopus Desk for
Windows MSI (64-bit or 32-bit) file to be updated.

2. Add the service parameters using one of the following methods:

o Configure parameters manually: Paste the Endpoint URL and Service Key values into
the appropriate fields. Optionally (if required), enter an external endpoint URL in the
External Endpoint URL field. This setting allows the Windows agent to access
different URLs according to connection type (within the organization or outside of it).
Finally, click Browse and upload the X.509 certificate file.

o Upload the parameters: Click Load from XML to upload the metadata.xml file from
the Active Directory Authentication service.

Octopus Desk for Windows Installation Guide v3.4
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3. Select one or more of the following authenticators:

Authenticator Description

Octopus App Octopus Authenticator mobile app (i0S/Android)

FIDO2 FIDO authenticator from Yubico or Feitian

3™ Party Select this checkbox to enable login to Windows using third party
Authenticator authentication. (It is not necessary to select specific authenticators.)
OKTA Verify / These checkboxes are for lower server versions and are not relevant
ForgeRock to Octopus Desk for Windows version 3.4.

oTP Select this checkbox to enable authentication with ForgeRock OTP or

Octopus-generated OTP.

Authenticators
|1 Octopus App

[ FiDo2

[ 3rd Party Authenticator

|1 OKTA Verify (server 4.6.2 and below)
|1 ForgeRock (server 4.6.2 and below)

[CJote

Close Next

4. Click Next.

Octopus Desk for Windows Installation Guide v3.4
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5. In the Settings tab, enable the options as required by selecting the relevant checkboxes.

., Octopus Desktop™ MS1 Updater

Parameters Settings MFA Advanced SysTray CredUl Errors

Settings

[+#] Show Default Credentials Provider (In Addition to Secret Double Octopus)

| Change Password on Unlock

[] Lock Screen Authenticate User Automatically en Unlock Event

w1 Use Last User Name

[] Enforce MEA

[ ] TPM Support

[] Change Password on RDP

[] Local User Support
[] SafeGuard Support

[] POC Mode

Setting Description / Notes

Show Default
Credential Provider

Back Close Next

Determines whether Windows default credential providers (Windows and
Active Directory) are displayed when logging into Windows.

Change Password on
Unlock

When selected, password changes are allowed on Unlock as well as on Login
to the workstation. This option is relevant for Passwordless only.

Lock Screen
Authenticate User
Automatically on
Unlock Event

Determines whether there is Auto Login for AD users from the Lock screen.
When the setting is enabled, AD users receive a push notification from
Octopus, ForgeRock or OKTA Authenticators immediately after pressing
<Ctrl> <Alt> <Del>.

Use Last User Name

When selected, the username of the user who logged in most recently is
saved and automatically presented for the next login.

Enforce MFA

When selected, users must authenticate with mobile (2" factor) when using
domain username and password. This setting is relevant for users with
Octopus, ForgeRock or OKTA authenticators only (not FIDO).

TPM Support

If TPM 2.0 is enabled, selecting this option allows TPM to store the private
key for BLE password encryption.

Change Password on
RDP

When selected, password changes on RDP sessions are allowed. This option,
which is relevant for Passwordless only, is used mainly for admin users using
RDP sessions that do not login to Windows machines.

Octopus Desk for Windows Installation Guide v3.4
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Local User Support When selected, Octopus Desk for Windows will be enabled for Local users
and will verify that the Local user matches the mapping with Octopus
Authentication Server user.
Note: This setting is relevant for non-domain users only.

SafeGuard Support Selecting this option enables Octopus Desk for Windows to login to the
SafeGuard client (session).

POC Mode When selected, Octopus Desk for Windows will not check the certificate with
the server. This setting is used mainly for POC, when using a self-signed
certificate on the Octopus Authentication Server.

6. Click Next.

7. Open the MFA tab. If you want to use MFA with Active Directory authentication for
logging into Windows, select the Enable Multi-Factor Authentication (MFA) checkbox.
When MFA is activated, users will need to enter their AD passwords in order to receive a
push notification from Octopus, ForgeRock or Okta Authenticators.

When the checkbox is not selected, Windows login will be Passwordless.
Note: In order to successfully use a FIDO key with MFA, a PIN must NOT be set on the
key. For passwordless FIDO authentication, a PIN needs to be set on the key.

#, Octopus Desktop™ MSI Updater

Enable Multi-Factor Authentication (MFA) I

+ MFA Change Password Support
Bypass Local User Login
Force Offline OTP After Installation
Bypass MFA on Unlock when Connected to AD
Hide MFA Password
Force Lock After Offline OTP

Bypass MFA Graup

Back Close Next
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8. When MFA is activated, you may enable the following options as required by selecting
the relevant checkboxes:

Setting Description / Notes

MFA Change Password
Support

When selected, users are able to change the password on the Windows
workstation without the Octopus credential provider (CP) intercepting
the process. When the checkbox is cleared, the Octopus CP controls the
password change process.

Bypass Local User Login

When selected, administrators with a Local user account bypass Octopus
Authentication and login with username and password.

Force Offline OTP After
Installation

When selected, users are prompted to download an offline OTP buffer
(by scanning a QR code) when they perform online login, and they are
not permitted to login offline without the OTP.

When this checkbox is NOT selected, users will be able to login offline
using Username + Password.

Bypass MFA on Unlock
when Connected to AD

When selected, users connected to the enterprise network who have
already authenticated with MFA are not required to authenticate with
2" factor again when unlocking the workstation. This will work as long as
you are inside the network (no time limit).

Hide MFA Password

When selected, the Windows Agent does not send the password to the
server. This option is used when a third party authenticator does not
require the password.

Force Lock After Offline
oTP

When selected, workstations that were unlocked using an Offline OTP
and then connected back to enterprise network (online) are
automatically locked and the user is asked to authenticate. This setting
prevents users from using weak authentication to log into the enterprise
network (online).

Bypass MFA Group

When selected, you may specify ONE group in the AD that will not
require MFA authentication. Enter <Domain>\>Group Name> in the field
to the right.

9. Click Next.

Octopus Desk for Windows Installation Guide v3.4
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10. In the Advanced tab, configure the following settings, as required:

Setting Description / Notes

Enable SSO You may configure ONE of these settings only. After selecting the
checkbox, enter the portal URL / 3™ party portal URL. In runtime, the
portal will open in the default browser. Users will be automatically logged
in and be able to view all assigned services.

The Enable 3™ Party SSO setting is available only when the OKTA Verify or
ForgeRock checkbox on the Parameters tab is selected.

Enable 3rd Party SSO

Change OTP Name Allows you to change the default name of the OTP displayed in the
Windows credential provider’s login authentication method selection list.
After selecting the checkbox, enter the desired name in the field (e.g.,
ForgeRock OTP).
This setting is available only when the OTP checkbox on the Parameters
tab is selected.

Change 3 Party Allows you to change the default name of the third party authenticator
Authenticator Name displayed in the Windows credential provider’s login authentication
method selection list. After selecting the checkbox, enter the desired
name in the field.
This setting is available only when the 3™ Party Authenticator checkbox
on the Parameters tab is selected.

Enable CP Bypass List  Allows you to specify credential providers (in addition to Octopus
Authenticator) that will available for Windows login. After selecting the
checkbox, paste the registry key(s) representing the relevant credential
provider(s) in the field to the right. The specified providers will be
displayed as login options on the Windows Login screen.

55 Octopus Desktop™ MSI Updater - a #

Parameters Settings MFA Advanced SysTray CredUl Errors

Advanced Settings
[[] Enable S50
Enable 3rd Party S50
Change OTP Name
Change 3rd Party Authenticator Name

[] Enable CP Bypass List

Octopus Desk for Windows Installation Guide v3.4
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11. To display your company’s logo on the Windows Login screen, under Organization Logo,
click Browse. Then, navigate to and select the relevant image file.
IMPORTANT: The image must be 448x448, in 24-bit BMP format.

Organization Logo

Help Image On Login Screen

[] Enable Help Link

Width %

Height %

In runtime, your logo will appear on the Login screen instead of the default Secret
Double Octopus logo. For example:

Octopus Desk for Windows Installation Guide v3.4
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12. To display support resources on the Windows Login screen, select the Enable Help Link
checkbox. Then click Browse and select the file containing the support information.
IMPORTANT: The uploaded image may be any size but must be in 24-bit BMP format.

You can adjust the size of the displayed image by specifying values in the Width and
Height fields.

Help Image On Login Screen

[1 Enable Help Link

Width %

Height %

In runtime, users will be able to click the link to open the Help image. For example:

13. At the bottom of the Advanced tab, click Next.

Octopus Desk for Windows Installation Guide v3.4
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14. Open the SysTray tab. To activate the system tray actions menu that allows users to
perform self-service flows, select the Enable SysTray checkbox.

91 QOctopus Desktop™ MSI Updater —

Parameters Settings MFA Advanced SysTray CredUl Errors

Systray Settings
[l Enable SysTray

Retrieve Password with SDO Authenticator
Retrieve Password with FIDO2
Check Credentials Status

Launch Octopus SSO Portal with SDO Authenticator

Validate Credentials Every Minutes. Time must be a number between 0 (disable) and 43200 (30 Days)

Back Close Next

15. If the SysTray is enabled, select the following options as required by selecting the
relevant checkboxes:

Action Description / Notes

Retrieve Password with  When selected, users are able to view and copy the AD password after

SDO Authenticator performing passwordless authentication on the Octopus Authenticator
mobile app.

Retrieve Password with ~ When selected, users are able to view and copy the AD password after

FIDO2 performing passwordless authentication using a FIDO key.

Check Credentials Status When selected, users are able to view the time remaining until password
expiration.

Launch Octopus SSO When selected, users are able to open the User Portal from the desktop

Portal with SDO after performing passwordless authentication on the Octopus

Authenticator Authenticator mobile app.

Note: After deployment of Octopus Desk for Windows, users need to logout and login
again in order to operate the systray. When users initiate a systray action, the systray is
automatically locked for 30 seconds. (Multiple actions are not supported.)

16. At the bottom of the SysTray tab, enter a value (in minutes) for the frequency at which
the system tray checks whether the user is connected to AD and whether the password
is still valid. Valid values can range from 0 (disabled) to 43200 (30 days).

Note: Once the password expires, users will need to login within the organization
network or via the VPN in order to reauthenticate.

17. Click Next.
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18. In the CredUl tab, select the scenarios in which an additional MFA credential (e.g., push,
OTP, etc.) will not be required. (When a Bypass is selected, the default Windows Login
screen is presented and users authenticate by entering Username + Password.)
Selecting Bypass All activates MFA bypass for all the scenarios.

#, Octopus Desktop™ M5! Updater

un As Administrator
| Bypass UNC

| Bypass Run As Other User

/ebAuthiN

Back Close Mext

19. Click Next.

20. In the Errors tab, review the default messages that will be displayed to users when
errors occur and customize the message text where relevant. (The error codes are not
editable.)

For convenience, the following options are available:

o Passthrough 3™ Party Plugin Error Messages: When this checkbox is selected, error
messages returned from a 3™ party authenticator to the server are sent to the
Windows agent and displayed to the user. (The content of these messages can be
configured and customized during authenticator plugin development.)

o Save to File: Downloads the Errors list to a CSV file, for backup and editing purposes.

Load from CSV: Populates the Errors list with data from an uploaded CSV file.

o Restore Default List: Resets the Errors list with the original default message texts.

(@]

Octopus Desk for Windows Installation Guide v3.4
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2 Octopus Desktop™ MSI Updater - ] X

Errors

xgin Error Messages

Message

Internal use

contact your adm) or. (Error 1001 Token is not valid)

tor. (Error 1

Server Error)

e Error

t your adm

O ¢ your identity. Please contact your administrator. (Error 1
us Authentication: Authentication failed. Please try again later or contact your admini t Server Reject request)
15 Authentication: Authentication rejected because Credentials are missing.(Error 1005: Empty Credentials)

15 Authentication: Authentication falled. Please contact ar admini

rator (Error 1006 Registry error)

Authentication: Authentication failed. Please contact your administrator(Error 1007: Get Certificate

topus Authenticat)

ion: Network error. Please make sure you are connected 1o the intemet. If the problem pr ontact your administrator.(E

55 Authentication: Please verify that Bluetooth is enabled on your mobile ¢

5 Authenticati

on Windows, and then try again, If 1
O BLE nt F
on on your mobile (Error 10171 User Denied request)
vord. (Error 1012: r Byp

blem persists, use &

tication on your mobile (Errc

Y Authentication failed Try again and approve auth
on fz E
uthentication bype

ject request

Auther v Authentics

Try again an

Octopus Authentic
Internal use
Internal use

allowed)

Octoy

5 Authentication: Efror finding old credentials. Try again. Error 1015: No 0id Credentials Found
Authentication: Authentication failed. Please check your FIDO token and try again, (Error 1016: FIDO2 Error)

pus Authentication: You cannot log into this w tation with a usemame and password. (Error 1017: Username Password Error)
topus Authentication: Authentication failed. Please enter your FIDC Authenticator PIN.(Error 1018. Pin Required)

5 Authentication

se try again. (Error 1019: Timeout no response)
als Set Error

denied. Try again with a us ne and pa
ease try again.(Error 1022: WebAuthN Error)

ntication falled. P
Authentication € r(Error 1020: Local Credentia

vord. (Error 1021: User Byp

Oc

A one time pa

cannot be used for passwordless authentication (Error 1023. OTP passwordless is allowed)
Vouir nne tie acevwrvr avnirerd Plaace anthantirate ¢ A ranew v i OTR Inkan (Frene 10724 NTR ey et
Back Close

21. At the bottom of the Errors tab, click Apply.
A new modified MSI file is created in the same location as the original MSI file. The name
of the new file will include Octopus Desk for Windows 32-bit or 64-bit and the

timestamp of file creation.

Note: The original MSI file will not be updated and can be reused. Do not use the original MSI
file for installation.
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MSI Deployment of Octopus Authenticator
The following sections explain how to deploy and upgrade using the MSI tool.
Performing Silent Installation

Silent installation allows administrators to push the installation to all client machines from a
central tool (e.g., GPO). All required components are installed as part of the deployment.

Note: Administrator permissions are required to run the Octopus Desk for Windows MSI.

To perform silent installation:

1. Open the command prompt as Admin, and run
Octopus Desk For Windows (64bit or 32bit). msi
2. Run Octopus Authentication for windowsxx.msi /qn:
o Windows 64bit:
C:\> Octopus Desk For Windows 64bit — xx_xxx_xx.msi /qn
o Windows 32bit:
C:\> Octopus Desk For Windows 32bit — xx_xxx_xx.msi /qn

B Administrator: Command Prompt

C:\Users\administrator>msiexec -i "C:\Octopus Desk For Windows 64bit - 2021-04-11_171214718.msi"

3. If you want the Octopus Authentication credential provider to be disabled on some
machines after installation (allowing for gradual deployment), refer to Appendix D:
Enabling / Disabling the Octopus Authentication CP Post-installation.

Performing Installation Through Distribution Tools

Follow the steps below to push the installation through your endpoint management or software
distribution tool.

Note: Administrator permissions are required to run the Octopus Desk for Windows MSI.

To push installation through distribution tools:

1. Open and run your distribution software.
2. Install Visual C++ 2015-2019 Redistributable (x64)/(x86) - 14.28.29325
3. Open the command prompt as Admin, and run
Octopus Desk For Windows (64bit or 32bit). msi
4. Run Octopus Authentication for windowsxx.msi /qn:
o Windows 64bit:
C:\> Octopus Desk For Windows 64bit — xx_xxx_xx.msi /qn
o Windows 32bit:
C:\> Octopus Desk For Windows 32bit — xx_xxx_xx.msi /qn
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Performing MSI Upgrade

IMPORTANT: To successfully perform MSI upgrade, the MSI file must have the same filename as
the one used for original installation. The MSI updater creates an MSI file with the update date
in the filename. This file needs to be renamed to match the name of the original installation
file.

If you try to upgrade using an MSl file that is named differently from the original installation
file, the following error message will appear:

Error 1316: The specified account already exists — This message is a notification that you are
trying to install an MSI file with a different name from the one that is already installed.

Error 1316, The specified account already exists,

If you are not sure of the name of the original installation file, follow these steps:

1. Navigate to C:\Windows\Installer

2. Open the following file: SourceHash{F88FAA40-72B9-4CE0-88DA-6592EF361C94}

3. Search for the name of the file that was used for installation. You will find it at the end
of the SourceHash file.

To upgrade the MSI, run the following command:

e Windows 64bit:
C:\> msiexec /I " Octopus Desk For Windows 64bit.msi" REINSTALL=ALL
REINSTALLMODE=vomus IS_MINOR_UPGRADE=1 /qn

e  Windows 32bit:
C:\> msiexec /I " Octopus Desk For Windows 32bit.msi" REINSTALL=ALL
REINSTALLMODE=vomus IS_MINOR_UPGRADE=1 /qn
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Windows Authentication Methods

Once installation is completed, users will be able to authenticate to Windows machines using
Octopus Authenticator, OKTA Verify, ForgeRock Authenticator, FIDO key authentication or OTP.

e For passwordless authentication, users should enter a username and then press <Enter>.
e For authentication using MFA, users should enter a username + password and then press

<Enter>.

Users can choose from a wide variety of login methods, both online and offline (in the event
that a enterprise network is not available). Online login methods are listed and described in the
following table.

Authentication User Experience (On mobile) User Experience (Not on mobile)
Method
Octopus App e Passwordless: Username + N/A
Octopus
e IMFA: Username + Password +
Octopus
OKTA Verify e Passwordless: Username + N/A
OKTA (Push)
e MFA: Username + Password +
OKTA (Push)
ForgeRock App e Passwordless: Username + N/A
ForgeRock (Push)
e IMFA: Username + Password +
ForgeRock (Push)
FIDO N/A e Passwordless: Username + PIN

+ FIDO Authenticator (touch)
e MFA: Username + Password +
FIDO Authenticator (touch)

Username +

For Bypass users only

For Bypass users only

Password

Octopus online OTP | MFA: Username + Password + OTP N/A
ForgeRock online MFA: Username + Password + OTP N/A
oTP

Octopus app via e Passwordless: Username + N/A

Bluetooth

Octopus BLE
e IMFA: Username + Password +
Octopus BLE
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When a enterprise network is unavailable, or mobile is not available, users can login using any
of the following offline / off network methods:

Authentication User Experience (On Mobile) User Experience (Not On Mobile)
Method

Username + Password For Bypass users only For Bypass users only

FIDO N/A e Passwordless: Username + PIN

+ FIDO Authenticator (Touch)
e MFA: Username + Password +
FIDO Authenticator (Touch)

Octopus offline OTP MFA: Username + Password + OTP N/A

ForgeRock offline OTP MFA: Username + Password + OTP N/A

Octopus app via e Passwordless: Username + | N/A

Bluetooth Octopus BLE

e MFA: Username + Password
+ Octopus BLE

Note: Bluetooth can be used in Windows 10 systems only.

Sign in to:

How.do I'sign in to anothe

Octopus App

FIDO2 Authenticator

Other user

Secret Double Octo...
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Uninstalling Octopus Desk for Windows

You may uninstall Octopus Desk for Windows via the system Settings or via the command line.

Uninstalling via System Settings

Using Admin permissions, navigate to Settings > Apps. Select Octopus Desk from the list of
installed programs and uninstall it.

Movies & TV 11.6 MB
Microsoft Corporation 3/1/2021
This app and its related info will be

E Octopus Desk uninstalled.

3.4.0.4090 Uninstall

Modify Uninstall

R Octopus Desktop MSIUpdater 2.17 MB
3/29/2021

Uninstalling via the Command Line

Run the following command to uninstall Octopus Desk for Windows:

C:\> msiecex /x {a95d85be-778f-4ed1-9ded-9f62ecc8a744}
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Appendix A: Remote Desktop Windows Login

To enable remote desktop login, the following additional configurations are required.

Editing the Remote Desktop Script

The following procedure explains how to make required edits to the RDP script.

To edit the RDP script:

1. Launch a Remote Desktop Connection.
2. Select the remote computer and click Show Options.
3. Under Connection Settings, click Save As and save the RDP script.

Remote De.sk!op
»¢ Connection
e gty Loce Pesosces [pecencs Adverosd

Lonyom seflegn
A [t Do s of oo resmecke Comgnbes

Comgniton

Unes e

Y ons il L amian x Crmder st whens yns COFvect

Mo v 45 S e Sty

Convecton wewags

S P averd irvencin sefirgs 15 n ROP e v ogen &
B sncscomemen
S Opens

- Hade Optans Q [ Conma ] [

4. Add the following line to the script:
enablecredsspsupport:i:0

1 gatewaybrokerin
use redirection er name:i:0
disable them

ting:i:0
L1ty

client:i:(

gatewayusagenm
screen mode
use multim

authoring toc
alternate she
remoteapplicati
disable full wi
rname:s:

>rking directory:s:

5. Save the script.
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Configuring Windows PC System Properties Settings

The procedure below explains how configure system protection settings for the remote
machine.

To configure system protection settings:

1. Loginto the designated remote desktop Windows machine.

2. Open the System Properties Settings application and select the Remote tab.
3. Under Remote Desktop:

o Select the Allow remote connections to this computer radio button

o Verify that the Allow connections only from computers running Remote Desktop
with Network Level Authentication checkbox is NOT selected.

Systemn Propeites

Computor Namo  Hadware Advanced System Protechony Remote

FomvsOlor Adirs ) s

~* | Alow Romolo Asuslancs oondctons Lo thes ooimputor

g wiwinry | &

Aty

Romolo Doskiop

Uy an 1'1)ht| ] Feisn S ity wilnh Cary COrwrwsct

Do T alow POl CONMCionS 10 B GOl

&) Alow ramasle conmac Borm b0 thes compatos

o COnnascBonTs Gnly from comgutons runnng Remote
Jairad S0P wally Nobworh Larvid Acthuerbaciton {nosCosrrarmsie o] )

Sadoct Usars

O Cancel Apply

4. Click Apply.
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Appendix B: Importing the Self-signed Certificate

The self-signed certificated can be found on the Octopus Authentication Server in the following
location: /etc/pki/nginx/selfsigned.crt

This certificate should be copied to the Windows environment to allow the self-signed
certificate to work with Octopus Desk for Windows.

The self-signed certificate should be imported to the root certificate folder on the Windows
machine that is using Octopus Desk.

Note: This action should be done for POC purposes and not for the production environment.

To import the self-signed certificate:

1. Open the Microsoft Management Console (mmc.exe).
2. From the File menu, select Add/Remove Snap-in.

E Consolel - [Console Root]
File Action View Favorites Window
b= Mew Ctrl+MN
= Open... Ctrl+Q
Save Ctrl+5
Save As..
Add/Remove Snap-in.. Ctrl+M
Options...
Recent File
Exit

Then, double-click Certificates.

Add or Remove Snap-ins *

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible enap-ing, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

SnapHn Vendor A [ console Root Edit Extensions...
~ | ActiveX Control Microsoft Cor... e
Auﬂwrizaﬁon Manager Microsoft Cor... -
@ Microsoft Cor...

®.Component Services  Microsaft Cor... Move Up
"é‘ Computer Managem... Microsoft Cor. ..

% Device Manager Microsoft Cor... Add > Rocosg
i Disk Management Microsoft and... =

@Event Viewer Microsoft Cor...

_| Folder Microsoft Cor...

.g IP Security Maonitor Microsoft Cor...

.@. IP Security Policy M...  Microsoft Cor...

=] Link to Web Address  Microsoft Cor. ..

‘_ﬁ_f Local Users and Gra... Micosoft Cor... Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Cance
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3. From the Certificates snap-in wizard, select the Computer account radio button. Then,

click Next.

Certificates snap-in

This snap4n will always manage certificates for:

() My user account

(") Service account

: Back

MNext = Cancel

4. Select the Local computer radio button. Then, click Finish.

Select Computer

Select the computer you want this snap4n to manage.

Thig snap-4n will always manage:

(®)iLocal computer: {the computer this consale is running onj

() Another computer:

only applies if you save the console.

< Back

Browse...

[] Allow the selected computer to be changed when launching from the command line. This
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5. At the bottom of the Add or Remove Snap-ins dialog, click OK to close the dialog.

Add or Remove Snap-ins

Available snap-ins:

Snap-in Vendor 2
+1'|ActiveX Control Microsoft Cor...
Authorization Manager Microsoft Cor...
Iﬁ Microsoft Cor...
8 Component Services Microsoft Cor...
;ﬁ' Computer Managem... Microsoft Cor...
;.j.; Device Manager Microsoft Cor... Add >
o Disk Management Microsoft and. .. =
@ Event Viewer Microsoft Cor...
“| Folder Microsoft Cor...
@, IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
2| Link to Web Address ~ Microsoft Cor...
5" Local Users and Gro... Microsoft Cor...
S - - .- - o
Description:

Selected snap-ns:

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

| console Root

_e}J Certificates {Local Computer)

Edit Extensions. ..

Remove

Move Up

Move Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel

6. From the Certificates tree, select Trusted Root Certification Authorities > Certificates.

5 GeoTrust Primary Certification ...

<

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates] — O X
File  Action View Favorites Window Help - & %
“s | 2@ 0/d=HIE
7| Console Roat Issued To Issued By Expiration Dal * || Actions
v GGl Certificates (Local Computer) 5] AddTrust External CA Roct AddTrust External CA Root 5/30/2020 ot a
1 Personal (5] AffirmTrust Commercial AffirmTrust Commercial 1‘1/3‘1 12030
v 'I'.rus(teE:lt‘I:Ioc:tECSertlﬂcatlon Authorities ¢l Baltimore CyberTrust Root Baltimore CyberTrust Root 5/13/2025 More Actions g
= E;terpnse Trost 5l Certum CA Certum CA 671172027
= Intermediate Certification Authorities (=] Certum Trusted Network CA Certum Trusted Network CA 12/31/2029
= Trusted Publishers [5 Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/2/2028
= Untrusted Certificates (5] COMODO RSA Certification Au.. COMODO RSA Certification Auth...  1/19/2038
| Third-Party Root Certification Authorities [ Copyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  12/31/1889
“ Trusted People =5I DigiCert Assured ID Root CA DigiCert Assured ID Root CA 1171072031
“| Client Authentication Issuers _g,]Dig\Cert Global Root CA DigiCert Global Root CA 1171072021
| Preview Build Roots ] DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038
| AAD Token Issuer | DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root...  11/10/2031
| 5IM Certification Authorities 51DST Root CA X3 DST Root CA X3 9/30/2021
~ Homegroup Machine Certificates L5l Entrust Root Certification Auth... Entrust Root Certification Authority  11/27/2026
7| Smart Card Trusted Roots alEntrust Root Certification Auth..  Entrust Root Certification Authori..  12/7/2030
| Trusted Devices L5l Entrust.net Certification Author... Entrust.net Certification Authority.. 7/24/2029
- Windows Live 1D Token Issuer (55l Equifax Secure Certificate Auth... Equifax Secure Certificate Authority  8/22/2018
5] GeoTrust Global CA. GeoTrust Global CA 572172022
GeoTrust Primary Certification Au...  7/17/2036

7. Right-click on Certificates, and select All Tasks > Import.

The Certificate Import Wizard opens.
8. On the first page of the wizard, click Next.
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9. Click Browse and select the self-signed certificated (copied from the Linux server).

& &¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

|| =1

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (,PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)
Microsoft Serialized Certificate Store ((55T)

Then, click Next.
10. Select the Place all certificated in the following store radio button. Then, click Next.
11. After reviewing the certificate details, click Finish.

A confirmation message is displayed.

Certificate Import Wizard x

o The irrport ws successhul

12. In the Certificates node, verify that the new certificate appears in the list of certificates.

Octopus Desk for Windows Installation Guide v3.4

35



Confidential

Appendix C: Windows 8.1 Registry Update

Follow the steps below to change the ownership of the relevant Credential Providers registry
key from Trustinstaller to Domain Admins.

To update the registry key ownership:

1. Connect to the machine registry and navigate to:
[HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication
\Credential Providers\{60b78e88-ead8-445c-9cfd-0b87f74eabcd}]

2. Right-click on the registry key and select Permissions.

:MHKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion'/
{27FBDBS7-B613-3AF2-9D7E A || Name
{2D2B3101-E025-480D-917C _ﬂ_!'](De‘Fault)
{3dd6bec-8193-4ffe-ae25-
{48B4E58D-2791-456C-9091

- | {600e7adb-da3e-41a4-9225-

v {60b78e88-cad8-445~-0rFd-

LegonPassword Collapse
{8AFG62BF-65A0-40 New »
{8FDTEISC-3BFT-6  ping
{94396c7e-3744-41¢
{A910D941-9DAS-4 Delete
{BEC08223-B018-41 Rename
{C5D7540A-CD51-4
{CB33AA15-1764-42 Export
{ch82ea12-9F71-44¢

{DB386603-9D2F-4E PR
1e74e5Tb0-6c6d-44 Opy Rey Hame

{FBAOB131-5F68-486c-8040-

Then click Advanced to open the Advanced Security Settings dialog.
3. The Owner value should appear at the top of the dialog. Click Change and set the
ownership to Domain Admins.

T TS T Type Uats
Permissions for (60b78e88-eadB-445¢-9cfd-... mea} ¥ (Defaul) REG_SZ PasswordProvider
Socurty l:;bg 33 Disabled REG_DWORD 000000000 (0}
Group or User names. ;:D(EID]
TS ALL APPLICATION PACKAGES i
82,5vsTEM el
S8 st o S0 At Advanced Security Settings for (60b78¢86-ead8-445c-9cfd-0b87f74eabed) - olEd
52, Uses fwinB 320" Lisers
82, Trustedinstaler
Io..ﬂgr Domain Admins \Domain Admins) Change I
— A
Permissions for ALL Permissions Auditing Effective Access
APPLICATION PACKAGES
Full Control For additsonal information, double-click a permission entry. To medify a permission entry, select the entry and click Edit (if available).
Z::b'wnm .Dtmhs!icn entries:
Type  Principal Access Inhesited from Applies to
l % Allow  ALL APPLICATION PACKAGES  Read None This key and subkeys
For specsal permissions or advanced weting B, Allow  SYSTEM Read None This key and subkeys
chick Advanced B, Allow  Administrators (wing-32bitA...  Full Control None This key and subleys
B Allow  Users {wind-32bit\Users) Read None This key and subleys
8 Allow  Trustedinstaller Full Control None This key and subkeys
oK t
Device Installer
Device Metadata
DeviceAccess
DeviceSetup Al
Disgnostics Enable inheritance
DPX
DriverSearching [[] Replace all child object entries with entries from this object
EventCollector
EventForwarding oK Cancel

Explorer
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Appendix D: Enabling / Disabling the Octopus Authentication
CP Post-installation

Octopus Desk for Windows supports the ability to control availability of the Octopus
Authentication credential provider (CP) on target machines after installation. This feature allows
for bulk installation, followed by gradual deployment on group / user workstations.

Workstations on which the Octopus Authentication CP is manually disabled post-installation will
not support Octopus Authentication as a means of logging into Windows. The installation of
Octopus Desk will be transparent to users, who will not see the Octopus CP on the Login screen
and will continue to login as they did prior to installation.

To disable the Octopus Authentication CP post-installation, use the following syntax:

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication
\Credential Provider Filters\{a95d85be-778f-4ed1-9ded-9f62ecc8a744}]
@="SDOCredentialProvider"

"Disabled"=dword:00000001

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication
\Credential Providers\{a95d85be-778f-4ed1-9ded-9f62ecc8a744}]
@="SDOCredentialProvider"

"Disabled"=dword:00000001

To enable the Octopus Authentication CP, use the following syntax:

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication
\Credential Provider Filters\{a95d85be-778f-4ed1-9ded-9f62ecc8a744}]
@="SDOCredentialProvider"

"Disabled"=dword:00000000

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication
\Credential Providers\{a95d85be-778f-4ed1-9ded-9f62ecc8a744}]
@="SDOCredentialProvider"

"Disabled"=dword:00000000
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Appendix E: FIDO + Fingerprint Enrollment and
Authentication

This appendix presents the flow for registration using the FIDO key + fingerprint authentication
mechanism. Following successful enroliment, users can log into Windows by simply touching
the key (entering a PIN is not required).

To enroll in the system using FIDO + fingerprint:

1. Insert your FIDO key into the workstation.
2. Click the enrollment link presented in the invitation email.

T
0CTOPUS

Hi Amit Lavi,

Welcome to the FIDO Authenticator, a simple and highly secure system for
validating your identity to various applications and networks.

Follow the steps below to prepare your FIDO key and identify yourself to the
system. Once the process is completed, the FIDO Authenticator will notify you
when an application or network requires your identification, and you will confirm
by using the FIDO key.

Step 1: Insert your FIDO key into your workstation.

Step 2: Click the enrollment link below and follow the instructions.
Click to Enroll

If you need assistance, please contact: jenkins@doubleoctopus.com or your
system admin.

The Invitation will expire in 1 week and 3 days, Please make sure to enroll

within this timeframe.

Keep Safe,
Secret Double Octopus

You will be redirected to the FIDO Authenticator Registration page.
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3. Click Register.

CORPORATION

FIDO Authenticator Registration

This process registers FIDO authenticators

REGISTER

You will be prompted to set up a PIN for your FIDO key. This PIN is used as a backup for
your fingerprint.
4. Enter your PIN in the PIN field and re-enter it in the field to the right. Then, click Next.

PIN required

Set up a new PIN for your security key

PIN Confirm PIN
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5. Add your fingerprint by touching your security key. You may need to touch it several
times before your fingerprint is captured.

—

®

Add fingerprint

Keep touching your security key until your fingerprint is captured
P s

(Q

Skip

After your fingerprint is captured, click Next.

—

®

Add fingerprint

Your fingerprint was captured
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6. To confirm your enrollment, touch your security key again.

Use your security key with cc - do.com

Touch your security key again to complete the request.

Cancel
7. To approve the authentication, click Allow.
Allow this site to see your security key?
c do.com wants to see the make and model of your

security key
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A confirmation message is displayed on successful enroliment.

a3

CORPORATION

FIDO Authenticator Registration

Registration completed successfully

LOGIN

Authenticating to Windows with FIDO Authentication

When logging into Windows, users select the FIDO2 Authenticator login option and then touch
their FIDO keys. There is no need to enter a PIN during the authentication process.
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