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Introduction

Octopus Authentication for iOS allows you to access workstations, remote services, cloud
applications and on-premise systems quickly and easily using passwordless authentication
through your mobile device.

This document describes how to register (enroll) your device in the system and how to work
with the new version of the Octopus Authenticator mobile app (version 4.5.0). The following
topics are covered:

Enrolling Your Mobile Device

Getting to Know the Home Screen
Working with Authentication Requests
Viewing Your Authentication History
Accessing Account Credentials

Account Information and Troubleshooting

Requirements and Prerequisites

Octopus Authentication for iOS can be used on devices with iOS 10 and higher (iPhone 5 and
higher).

The Octopus Authenticator mobile app can be downloaded from the App Store.
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Enrolling Your Mobile Device

In order to be able to authenticate using the Octopus Authenticator mobile app, you need to
first register your device in the system. This process is also called enroliment.

You can register your iOS device after you receive an enrollment invitation email from the
system administrator.

IMPORTANT: If you have several devices, you will need to register each one separately. Each
device requires its own enrollment invitation.

The procedure below shows an example of enrollment using a one-time password (OTP), an
enrollment method new for version 4.5.0. If you enroll using passwordless authentication, you
will not be asked for an OTP.

To enroll in the system (using OTP):

1. From your PC, open the invitation email from Secret Double Octopus and click the
enrollment link.

SECRET
DOUBLE
0CTOPUS

Hi Ben Taylor,

Welcome to Octopus One Time Password (OTP) enrciment. The OTP is used for onlinefoffline
authentication to Windows and Mac.

To enrol from your PC, follow these steps:

1. In your mobile device, open your authenficator application (Octopus Authenticator,
ForgeRock, OKTA, or any supported 3rd party authenticator).
2. Add a new account

3. Scan the QR code shown i

4 Wait for a success message in the mobile authenticator. You are now successfully
enrolled!

IMPORTANT: The invitation will expire in 1 week and 3 days, Please make sure to enrol
within this timeframe.

[T you need assistance, please contact jenkinsi@doubleoctopus.com or your system admin.

You will be redirected to OTP Authentication Registration in the User Portal.

Octopus Authentication for iOS User Guide



Confidential

2. Click Register.

Acme Corp

One Time Password (OTP)

This process generates a new One Time
Password (OTP) secret to be used with
compatible authenticators.

The generated secret will be displayed once you
click REGISTER, and will not be available again.

REGISTER

A QR code is displayed in the browser.

3. Open your authenticator application on your iOS device. (In this example, we use
Octopus Authenticator.) On the Home screen, tap Add.

B:56 ¥

Octopus

Recents

Accounts D

;J
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4. On the Add Account screen, tap Scan Code with Camera, and then scan the QR code
displayed in your browser.

Add Account Cance

Open the link you received in your

nvitation email, or choose one of the
options below.

D Scan Code with Camera b

a Enter Code Manually >

A —_— 4
A confirmation message appears on the Add Account screen.

Add Account

Account Added Successfully

You can now authenticate
using this device.
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5. To close the Add Account screen, click OK.

The newly added account is listed on the Home screen, with the OTP displayed.

B:56 -
Octopus
Recents
Accounts
O fcme Corp 958 869

N — J

6. Go back to your browser and enter the digits of the OTP code.

Scan the QR code on your phone.
Enter the generated OTP to complete
registration.
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After you successfully complete registration, a confirmation message appears, and you
can continue with login to the User Portal.

Acme Corp

One Time Password (OTP)

LOGIN

Registration completed successfully
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Getting to Know the Home Screen

The Home screen opens by default when you launch the Octopus Authenticator mobile app.
Most app functionalities are available either directly on the Home screen, or are accessible with
a single click.

The main features of the Home screen are listed and described in the table below the diagram.

Octopus

Recents@

0 Login to Windows laptap as user John

Approved

@ Confirm authantication to Droplbox

pproved

Confirm authentication to Office 385 as
japplessed@acmecarp.com

Number Feature Description / Notes

1 Recents Shows details about recent authentication requests,
including their status (e.g., Approved). If you have more than
one device, the app is updated when an authentication
request is approved or denied on another device.

2 View All Tap to display the History screen, which lists all previous
authentication requests.

3 Accounts Lists all accounts and their creation dates. Tap to view more
details about an account.

4 Add Tap to add an account.
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Working with Authentication Requests

Once you enroll a device, you can use it to authenticate to participating services. For each such
service, you will receive a push notification with an approval request. Once you approve the
request, the Octopus Authentication Server sends the response back to the service.

If the mobile app is open, an Authentication dialog pops up from the bottom of the screen
when an authentication request arrives. The popup can appear in the following screens:

e Home

e History

e Account Details

e Help

Acme Corp

5 seconds ago

Confirm authentication to Office 365

jappleseed@acmecorp.corn

Cance! Approve
\ —
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If the mobile app is not open, you can handle authentication requests directly from the push
notification by force touching (or long pressing) on the notification bubble.

£3 ocrorus

O ..

Login to Dropbox

gils@unionbank.co.|

9344 9652

Cancel
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Viewing Your Authentication History

The most recent authentication requests are listed in the upper portion of the Home screen. To
open the History screen that displays all requests, tap View All.

1267 w T -

Recents View All

‘ Unlock your MacBook Pro
Approved

ret ible Octopus Thure v
@ Please confirm Login to CheckPoint VPN

e

11269 o T .

®

History Close

Unlock your MacBook Pro
Approved

ret C b Py

Please confirm Login to CheckPoint VPN

for user: @doublecctopus.com for user: MBdoutieoctopus.com
Approved
Approved
- . ‘ ecret Double Octopu
L Unlock your MacBook Pro RO NI ARCARIC Fro
Approved
Approved
Sef [ bie Octopu
Q Secret Double Octopus Portal
Accounts Add authentication using verification code:
59829031
Approved
Secret Double Octopus
AmitIBADSE ecret [ L ) [
@ ZOOM authentication using
centos76amit verification code
AmitAuth@AD Approved
AcmeCo ST LPiRS a
a ArmitA ,.‘rp;. e ‘ Undock your MacBook Pro
' Approved
Tokenl Apcgunt 126 541 Secret Double Cotol T (
g oA P confirm Login to CheckPoint VPN
for user: i@doubleoctopus.com
utc-mcl Approved
amitia
‘ S L Die py
Unlock your MacBook Pro

gus  Secret Double OClopus Damg
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Accessing Account Credentials

The Credentials popup lets you view and work with passwords and tokens that have been
generated for your account(s).

You can open the Credentials popup from the Home screen by right-swiping across the row of
the account and then tapping Credentials.

F s Y. - -

Octopus
Recents View A

3t Unic kK
@ Login to Dropbox with account
john@unionbank.co.il
Approved

ank

‘ Authentication request for John on
MacBook Ar

Approved

0 Allow login 1o Office 365 for
john@unionbank.co.il
Denmed

Accounts Add

G e Octobank
Cstternals Added 14 Ja

@ First Union Bank
Adoed 20 Nov 201¢
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Alternatively, you can open the popup by tapping the row of the account (to open the Account
details page) and then tapping Show Credentials.

12w o -

Y
ACME

AcmeCorp

AmitAuth@AD - sync: true

Added

Last Used

Help

Once the Credentials popup opens, you can copy the credentials, or swipe to navigate to
previously issued passwords.

‘.’ secret Double Oclopus
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Account Information and Troubleshooting

The Account Details page opens when you tap an account in the Accounts list (on the Home

screen). This page provides basic information about the selected account, as well as the
following features:

e Help: Tap to open the Help screen (Working with the Help Screen).

e Show Credentials: Tap to open the Credentials popup (Accessing Account Credentials)

e Remove Account: Tap to delete the account.

' “?-

< He (

=

ACME

oy

AcmeCorp
AmitAuth@AD - sync: true
Added ‘ M€
Last Used
Help
K ) ) g pa I

Remove Account
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Working with the Help Screen

The upper portion of the Help screen displays the Octopus Authenticator version as well as
various other details about the account. If you contact the Support team about issues you are
experiencing, they may ask you for these details.

U Oclopus Authenticator

MNama

Identifier

Alias

The Feedback portion of the screen allows you to easily report issues to the Support team. Tap
Report Problem to generate a report that automatically includes your account details and a log
file. When you send the report by email, the subject line is prefilled and your company’s
support email appears automatically in the CC list.
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